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Requirments

© superadmin Privileges

© Accessto:
- console.cloud.google.com
- admin.google.com
- script.google.com



Configuration Steps

Step 1

Open a new tab and go to:
- https://script.google.com/home

Step 2

Create a new project and give it a name “Dune Watchtower”
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Step 3

In the side menu, click on “Code.gs”:
Highlight the code on the right and delete it
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Step 4

Open a text editor, copy the code from “Watchtower-appscript.gs”, which can be
downloaded [HERE], and paste the code into the code window on the right
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https://d25mecwdy8ntv.cloudfront.net/watchtower-appscript.gs

Step 5

Click the “Save” button
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'0) Files S b= ? Rur Debug M ti Execution log
<2 = Codnby 2 textualAddOn(e) {
@ F— o Logger.log( 'Email data: ' + JSON.stringify{e});
= 4 /f Check 1T the event object has necessary data
@ Services + 5 if (e && e.gmail && e.gmail.messageld) {

6 var accessToken = e.gmail.accessToken;
= 7 GmailApp.setCurrentMessageAccessToken(accessToken);

] var message = GmailApp.getMessageById{e.gmail.messageld);
0 9

18 {{ Create a card with detailed email information

11 return buildHomeCard({

12 sender : message.getFrom(},

to: message.getTo(),

14 date: message.getDate(),

15 subject: message.getSubject(),

16 snippet: message.getPlainBody( ) .substring(8, 288)

1)
18 } else {
/! Fallback card if event data is not available

28 return CardService.newCardBuilder()

21 .setHeader(CardService.newCardHeader()

22 .setTitle( 'Dune Watchtower')

23 .setSubtitle( 'Unable to load email details')

24 .setImageUrl{ ' https://d27keck3oymbvs.cloudfront.net/Watchtowerlogo.png'))

25 Jbuild();

26 }

27 }

Dune



Step 6

Click the gearicon > “Project Settings” in the side menu
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@ Overview

<> Editor function getContextualAddOn{e) {
2 Logger.log( 'Email data: ' + JSON.stringify(e));

® Project History 3
4 f{ Check if the event object has necessary data

@ Trggers 5 if (e && e.gmail && e.gmail.messageld) {

_ _ 3] var accessToken = e.gmail.accessToken;

S, Executions GmailApp.setCurrentMessageAccessToken(accessToken);
8 var message = GmailApp.getMessageById(e.gmail.messageld);

fS} Project Settings ‘ 9

4}_’3 18 /i Create a card with detailed email information

11 return buildHomeCard({

12 sender: message.getFrom( ),

3 to: message.getTo(),

14 date: message.getDate(),

5 subject: message.getSubject(),

£ snippet: message.getPlainBody().substring(#, 288)
9

18 + else {

19 // Fallback card if event data is not available

28 return CardService.newCardBuilder()

21 .setHeader(CardService . newCardHeader()

22 .setTitle( 'Dune Watchtower’)

23 .setSubtitle( 'Unable to load email details')

24 .setImageUrl( 'https://d27keek3oymbvs.cloudfront.net/Watchtowerlogo.png'))
25 cbuild();

26 }

27 }
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Step 7
Check the box labeled, “Show ‘appsscript.json’ manifest file in editor”
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Q) General settings
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Step 8
Click the “<> Editor” menu item
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Step @

From the Editor screen, click on “appsscript.json”
Highlight the information on the right and delete it
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Step 10

Copy and paste the customer button script into applications.js from the
“google-watchtower.json” file, which can be downloaded [HERE].
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"rimeZone": “America/New_York®,

“exceptionLogging™: “STACKDRIVER",

"runtimeVersion™: "V8",

“pauthScopes™: [
"https:/ fwww.googleapis. com/suth/gmail. addons, execute”,
"https://www.googleapis. com/auth/gmail. readonly",
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https://d25mecwdy8ntv.cloudfront.net/google-watchtower.json

Step 11

Click the gearicon > “Project Settings”

< (O | O nttpsy[script.google.com/home/fprojects/ == mum ) g = s sEmmy ey 0E EEe ugemymmww oy A0 Y

= [ internal 7] Customer

oW AppsScript  Dune Gary

@ Siaiai b %2 Execution log
< » Editor {
2 "timeZone' : "America/New_York",
XD  Project History "exceptionlogging”: "STACKDRIVER",
4 “runtimeVersion": "V8",
@ Triggers 5 "oauthScopes”: [
_ 6 “https://www.googleapis.com/auth/gmail .addons .execute",
=,  Executions 7 “https://www.googleapis.com/auth/gmail.readonly"”,
8 "https://www.googleapis.com/auth/gmail .modify",
@ Project Settings h 9 “https://www.googleapis.com/auth/gmail.send",
ﬂb 18 “https://www.googleapis.com/auth/script.external_request"”,
11 "https://www.googleapis.com/auth/userinfo.email”
1z I
"urlFetchWhitelist": [
14 "https://angler.dunesecurity.io/latest/google _watchtower_report",
15 "https://angler.dunesecurity . io/latest/phish_inbox_lookup"
16 I
“addOns": {
18 “common" : {
19 "name" : "Dune Security",
28 "logoUrl”: "https://d27keek3oymbvs.cloudfrent.net/WatchtowerLogo.png”,
21 "layoutProperties”: {
22 “primaryColor": “#8808688"
24 "openLinkUriPrefixes": [
25 "https:i//"
26 ]
27 ¥,
28 “gmail”: {
29 "contextualTriggers": [l
38 {
31 “unconditional”: {},
32 "enTriggerFunction”: "getCeontextualAddOn”
33 3
34 il
35 ¥
36 }
3 1
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Step 12

From the “Project Settings” menu, scroll to the bottom of the page and click the “Change
project” button.

<& (G O nhttps:/fscript.google.com/home/projects/ Mi'sa ™ " & s " il s = ™17 0 % el "a™0 . A

= [ Internal ) Customer

a¥ Apps Script  Dune Gary

® Project Settings

<>

) General settings

. Settings that pertain to the entire Apps Script project. Changes to these settings will not impact your
Gj existing deployment.

=" Tirre zone

& (GMT-05:00) Eastern Time = New York -

Log uncaught exceptions to Cloud logs
Enable Chrome V8 runtime

Show "appsscript.json” manifest file in editor

IDs

IDs are the unique identifiers of your Apps Script project.

Script 1D RN B R WO N L e W N R N - -

&) Copy

Google Cloud Platform (GCP) Project

Apps Script projects use Google Cloud Platform to manage authorizations, advanced services, and
other details. To learn more, visit Google Cloud Platform.

GCP Default

Change project
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Step 13

Scroll down the page and right click the blue word “here”, then select “Open Link in New
Tab” to open the “Google Cloud” dashboard

& (O | & ntips:jfscript.google.comfhome/projects) = wil B _mm me b g o 0 ofem 07 H ey ol Y W A

= [ Internal ) Customer
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®

<

@ ©
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= Dunhe

Project Settings

General settings

Settings that pertain to the entire Apps Script project. Changes to these settings will not impact your
existing deployment.

— Time zone

(GMT-05:00) Eastern Time - New York -

Log uncaught exceptions to Cloud logs
Enable Chrome V8 runtime

Show "appsscript json’ manifest file in editor

IDs

IDs are the unique identifiers of your Apps Script project.

Script ID TEF T TER el s R
IO Copy

Google Cloud Platform (GCP) Project

Apps Script projects use Google Cloud Platform to manage authorizations, advanced services, and
other details. To learn more, visit Google Cloud Platform.

GCP Default

Change your Google Cloud Platform project

Ed

Step 1. Choose or create a new Google Cloud Platform prbject he
Remember to set up your OAuth Scope after creating you Open Link in New Tab

Step 2.  Enter the Google Cloud Platform project number below. W
« All user authentications for your old project will be perm
+ You will not be able to revert to an Apps Script-managed
+ You must turn on the correspending advanced service Al

Open Link In Split Screen Window
set projq
Save Link As...

Open Link in New Window

Open in InPrivate Window

GCP project number

Copy Link
Script Properties More Tools »
Script properties provide a simple and powerful way of ora
Inspect ]

specific object instance. Learn more in script propertie)
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Step 14

From the “Google Cloud” dashboard, click the “Create project” button
e - iy

& G (O https:ffconsole.cloud.google.com/projectselector2/home; IR FEE I .0 ™. NG B ET ol A 97

= £ Internal ) Customer
i-i Start your Free Trial with $300 in credit. Don’t worry—you wor't be charged if you run out of credits. Learn more @ Dismiss
= Google Cloud Select a project ‘ ‘ Search (/) for resources, docs, products, and more ‘ Q_ search ‘ E 3 o @ :

Dashboard
Create project

To view this page, select a project.

= Dunhe
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Step 15

From the “New Project” menu:

Enter a “Project name”
Enter “dunesecurity.io” in the “Organization” dropdown box

Enter “dunesecurity.io” in the “Location” box

Click on the “Create” button
| A Ty

= i
!!I &I.' | el BN ﬁI

1 https://console.cloud.google.com/p m= me = m-i-.- "

& O
= [ Internal ) Customer
ii Start your Free Trial with 5300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more (2
= Google Cloud Search (/) for resources, docs, products, and mare Q_ search

New Project

Project name *
[ ep-dune-watchtower

Project |D: cp-dune-watchtower. It cannot be changed later.  Edjt

Organization *
{ dunesecurity.io

Select an organization to attach it to & project. This selection can't be changed later.
R l du C

~ Location *
B dunesecurity.io

ation or folder

= Dunhe



Step 16

From the “Google Cloud” dashboard
- Click the menuicon

= Go:':-gle Cloud 2® cp-dune-watchtower Search (/) for resources, docs, products, and more

Dashboard Activity Recommendations

API APIs

8® Project info

Project name Requests (requests/sec)
cp-dune-watchtower

Project number
I "o
Project ID

I R A Mo data is available for the selected time frame.

Add people to this project

= Go to project settings
10:30 10:45 11 AM 11:15
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Step 17

Scroll down the menu and click the “APIls & Services” menu
.- Click on “OAuth consent screen”

< > (O | & nttps:/feonsole.cloud.google.comjhomefdashboard? s mom mpes o o g o p— mwws mwmm s AN §p 0 (3 g Q

= [ Internal ) Customer

X Google Cloud

3= Cloud Hub >
Il Cloud overview >
22 Solutions >
(O Recently visited >
Pinned products

Pin yourtop products here

Products

& Biling a

& 1AM & Admin oo

: Marketplace n

API  APIs & Services o » .
Enabled APls & services

@ Vertex Al a » Library

. Credentials

{8} Compute Engine a >
OAuth consent screen ®

Kubemetes Enaire g Page usage agreements

B Cloud Storage o »
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Step 18

From the “OAuth Overview” screen:
. Click the blue “Get started” button

< > (G | & nups:f/console.cloud.google.com/authjoverview? =N i G LR LA N BT B0 0. roul o SN O 4 e My
= [ internal  P7) Customer
i_: Start your Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more (2 Dismiss
= GoogleCloud | % cpdune-watchtower | ‘ Search (/) for resources, docs, products, and more ‘ Q search l E @ ® :

@ Google Auth Platform / Overview

| El Overview OAuth Overview
¢  Branding
O Audience

i Clients

S Data Access e ~
k8
/ \

Verification Center i ol - . -

’ ke )
¢ Settings ' 11

1 ]

\ ’

e e e -

Google Auth Platform not configured yet
Get started to configure your application's identity and manage credentials
for calling Google APIs and Sign in with Google. Learn more [2

=3
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Step 19

From the “Project configuration” menu:
- Enter the “App name”

- Enter support@dune.security in the “User support email” dropdown box
- Click the “Next” button

<& & | & hitps:f/console.cloud.google.com/authjoverview/om suf ma: =@ 5§ =m B om o g 8w eiee o e A ) | & e Ty

=2 [ Interna! ) Customer

@8 Start your Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more 2 Dismiss
= Go 'gle Cloud 8¢ cp-dune-watchtower | ‘ Search (/) for resources, docs, products, and more ‘ Q search | & @ @
@ Google Auth Platform / Overview / Create branding
| E  Overview Project configuration
€2 Branding
&  Audience

® App Information

Clients ~ App name *

\ dune-watchtower ‘ h a

The name of the app asking for consent

5w Data Access

]

Verification Center

[ User support email *

¢ © - | <f— b

For users to contact you with questions about their congent. Learn more 4

Next

® Audience
|

© Contact Information
|

@ Finish

£ Settings

Dune
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Step 20

The next step is to configure the “Audience”
- Select “Internal” for all users
- Click the “Next” button

& G | @ nitpsifconsole.cloud.google.com/all Fal ™ "0 il T GO0 B0 TEEST W P LT TR . A v 3| 1 - 0

= [ Internal [ Customner
i‘: Start your Free Trial with 5300 in credit. Don't worry—you won't be charged if you run out of credits. Learmn more (4 Dismiss
= Go gle Cloud ( #* cp-dune-watchtower ‘ I Search (/) for resources, docs, produits, and more ‘ Q, search | + @ @ H
g Google Auth Platform / Overview / Create branding

I Bl  Overview Project configuration
€2  Branding
& Audience

@& App Information

i Clients |

Sp  Data Access @ Audience
Verification Center @ Internal @
& Settings

Only available to users within your arganization. You will not
need to submit your app for verification. Learn more about
user type @

O External @

Available to any test user with a Google Account. Your app will
startin testing mode and will only be available to users you
add to the list of test users. Once your app is ready to push to
production, you may need to verify your app. Learn more about
user type @

| MNext

©® Contact Information
|

@ Finish
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Step 21

Add your email address to the field labeled “Email addresses” and click the “Next” button

& (O | (3 htps://console.cloud.google.com/as mmems = e e e  E  E R | P ol 3

e

o

= [ Internal ) Customer

i-i Start your Free Trial with 5300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more 2 Dismiss
= Google Cloud %* cp-dune-watchtower | Search (/) for resources, docs, products, and more ‘ Q, search | & ® ® :
@ Google Auth Platform / Overview / Create branding
| E  Overview Project configuration
€3 Branding
&  Audience

@& App Information

i Clients |

S Data Access @ Audience

Verification Center |

&  Settings © . Contact Information

~— Email addresses *

g B ]

These email addresses are for Google to notify you about any changes to your
project.

| MNext

@ Finish

Create Cancel
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Step 22

Click the checkbox marked “l agree to the Google APIs Services User Data Policy”
- Click the “Continue” button and then the “Create” button

£ G & https:/fconsole.cloud.google.com/és e “n “shem 878 m=Tas" 5ns 5 00 0w e B B e BT 0 e AD 7 G {\E o
= [ Internal ) Customer
i-i Start your Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more (2 Dismiss
= Google Cloud % cp-dune-watchtower | [ Search (/) for resources, does, products, and more ‘ Q search | 4+ & @ ®

g Google Auth Platform / Overview / Create branding

| E overview Project configuration

€2  Branding

o Aieine @ App Information

# o Clients |

Sx  Data Access & Audience

Verification Center |

£ Settings & Contact Information
|
@ Finish

I agree to the Google AP| Services: User Data Policy. @

| Continue
Cancel —
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Step 23

Click the “Google Cloud” menu icon, scroll down, and click the “Clients” menu item

Googhe Auth Platform [ Gverview

Bramding

9
B Overview
(&)
=)

Audience

Google Claud

B ep-cdupe-watehtsies | Seareh (/) for resaunees docs, produsts, and more |Qsea-¢h | &+ Q @ @ :

s

Zs  Data Access

@ ‘Venfication Center

Saettings

Step 24

Click the “Create client” button and copy the “Client ID” to your text editor for later use

Ohuth Overview

&
Metrics
Traffic = I Errors = 0
Number of 0Auth requests per day WNumber of errors for QAU requests per day
B Mo data s availabile Tor this project, £ Mo data is availa ble fof this project.

& (3 8 ntpsgiconsols.cloud google.comauthiclients IPEEFN lid 0 T T+ B e L |

= [Jntemal [ Customer

Google Cloud

9 Google Auth Platform
B Overview

£2  Branding

8 sudience

#  Chents

S Data Access

=] Verification Center

& Setlings

= Dunhe

= Home - Zendesk

H Start your Frae Trial with 5300 it cosdit. Dar’t worry=you wor't be charged if you run out of credils: Leamn mona 2 DEsmiss

5 cp-duna-watchtower

! Clients

Clients

+ Create clignt

Ohuth 2.0 Client [Ds

]
o

Mame

dh Apps Scopt

Search /) for resources, docs, produsts, and more Q, search + @ @ : e

== Restone deleted QAuth clients

Creation date Type Cllent ID Actions

Now T, 2025 webs application IB4Z73667229-311r ... B L]
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Step 25

From the “Data Access” menu, click the “Add or remove scopes” button

&

=

9 Google Auth Platform |

(5 https:/fconsole.cloud.google. comiauth/scopestE © 8 & - e @ Em = =

7 Internal ) Customear

£= Home - Zendesk

Start your Frea Trial with $300 in credit. Bon’t worny=you won't be chared if you run out of credita. Leam mone B

Google Cloud

| & cpdune-watchtower I | Search (/) for resources, decs, products, and more

Data access

Scopes express the permissions you request users to authorize for
your app &nd allow your project to access spacific types of private
user data from their Google Account. Learn more &

Cerview Data Access
€3 Branding
B  Audisnce
i Chents
|I Fa  DaiaAccess & I
B DA Atk Gt Add or remove scopes |
®  Settings

Dune

Your non-sensitive scopes

AR Scope

N rows to display

Usar-facing description

& Your sensitive scopes

Sencitive scopes are soopes that request access to private user data

ABI A Scope
sl

User-facing description

M roves

8 Your restricted scopes

Restricted scopes are scopes that request access 10 highly sensitive user
data.

AP Scape

Norows to display

User-facing description

o G Bt ot @ O

DGismiss Start free

Qsescn | 4 B (D @

.
H
H
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Step 26

Scroll down to “Manually add scopes” and add the following scopes by copying and

pasting each scope one at a time, then clicking the “Add to table” button after each scope.

Once all scopes are added, click the “Update” button
https://www.googleapis.com/auth/gmail.addons.execute
https://www.googleapis.com/auth/gmail.readonly
https://www.googleapis.com/auth/gmail.modify
https://www.googleapis.com/auth/gmail.send
https://www.googleapis.com/auth/script.external_request
https://www.googleapis.com/auth/userinfo.email

X Update selected scopes

Only scepes for enabled APis are listed below. To add a missing scope 1o this screen, find and

1o see any new API5 you enable from the Library,

= Filter Enter property rarme or value @

. APl Scope Usar-facing description

H «Jauth/userinfo See your primary Google Account email address
email

= Jauth/gmiail. addons Rum as a Gmail add-on
gpciite

ﬂ —fauth/gmail View your emall messages and s#tlings
readonly

fauth/gmail modify Read, compaose, and send emails from your Gmall

account

u _sauth/gmailsend Send amall on your behalf

= Jauth/seript Connect to an extemal service
axtenal _request

O Sauth/userinfa See yaur personal info, Including any personal info
profile yau've made publicly available

D cpenid Agsociate you with your personal mfo on Google

[l Analytics _fauth/blgguery View and manage your data in Google BlgQuery and

Hulbs AP zee the emall address for your Google Account
D Analytics fauth/cloud- See, edit, configure, and delete your Google Clowd data
Hub AP platform and see the email address for your Google Account

Rows per page: 10 - 1 =10ef30

Manually add scopes

If the scopes you would like 10 add do not appear in the table above, you can enter them here. Each scape should
be on a new line or separated by commas, Please provide the full scope string (beginning with “hitps:/*). When

you are finished, elick "Add to table®

hitpsfwww. googleapis.com/ auth/gmail addons execute

#Add to table

Dune

-_




Step 27

After adding the scopes, scroll down the page and click the “Save” button

& (O | @ hups:fjconsole.cloud.google.com/auth/scopesigems o s m o meww o o Aty

@ [ internal 7] Customer 2= Home - Zendesk

88  Start your Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more 2
= Go: gle Cloud &* cp-dune-watchtower ‘ I Search (/) for resources, does, products, and more ‘ Q search ‘
g Google Auth Platform / Data access
El  Overview Data Access
©  Branding TUUL TIUTTSETDILVE DLUPED
@  Audience APl Scope User-facing description
HH Clients ! See your primary Google ]
Jfauth/userinfo Account email address
B Data Access .email
Verification Center .../auth/gmail Run as a Gmail add-on ]
.addons
-3 Settings .execute
& Your sensitive scopes
Sensitive scopes are scopes that request access to private user data.
APl Scope User-facing description
...fauth/gmail Send email on your behalf ]
.send
.../auth/script Connect to an external ]
external_request service

8 Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user
data

Gmail scopes

API Scope User-facing description
: View your email messages and [ ]
Jauth/gmail settings
.readonly
" Read, compose, and send [}
fauth/gmail emails from your Gmail account
.modify

ﬂ Discard changes
<l B

Dune



Step 28

Click the “Google Cloud” menu icon and scroll down the menu to “Cloud overview” and
then “Dashboard”

I_=" Google Cloud I ! % cp-dune-watchtower || Search (/) for resources, docs, produets, and more Q Search | + & @ @

€ Google Auth Platform  Overview

Civerilew OAuth Overview
€2 Branding

8 audience L]
_ Metrics
Clients
*a. {ateAccess Traffic =l S Errors &
= Yerification Center Number of OAuth raguests per day Mumber of errors for OAuth requests per day
& Setlings
A Mo data is avallable for this project B Nodata is available for this project
X Google Cloud
—
=5 Cloud Hub >
I Ijl  Cloud overview >
Welcome
am Solutions > I Dashboard E I
o Recormendations
@ Recently visited >
Pinned products

Pin your top products here

Products

& Biling al

© 1AM& Admin R >
A& Marketniacae n

== Dunhe
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Step 29

From the “Google Cloud” Dashboard:
- Scroll down to the item labeled “Project info”
- Copy the “Project number”

& (& O hitps://console.cloud.google.com/home/dashboard?projects el e o sl s o wws A Y7 3| e Q

= ) Internal ) Customer

i-i Start your Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more &2 Dismiss
= Gooagle Cloud #* cp-dune-watchtower Search (/) for resources, docs, products, and more Search E.
g
Dashboard Activity Recommendations #' Customize
&® Project info H API APls i & Google Cloud Platform status i
Project name Requests (requests/sec) All services normal
Pl mw om o mm
10/
Project number
P s - Goto Cloud status dashboard
Project 1D Look Up Tl P I )
els
Ll
Copy il 0.dis = Monitoring 2
Add people t Copy Link to Highlight Sk Create my dashboard
& Ask Copilot
- Goto project s ] Set up alerting policies
Q, search the Web for "L Il ™85 %" 1 PM 1:15
) Create uptime checks
Print... #P
G Resources Open selection in Immersive Reader i
Bi View all dashboards
@ igQuery Translate Selection to English
Data warehou
g sa More Toals 4 - Goto Monitoring
Managed MyS|
ﬁ} Compute Engi HspeRy b
VMg GPus TR i ; API Error Reporting :

Storage
Multi-class multi-region object storage

No sign of any errors. Have you set up Error
Reporting?
[...) Cloud Run functions

Event-driven serverless functions -3 Learnhow to set up Error Reporting

,). Cloud Run

Dune



Step 30

From the “Project Settings” page:
- Scroll down to “Google Cloud Platform(GCP) Project” and paste the project number
into the “GCP project number” textbox
- Click the “Set project” button

C | & https:/fscript.google.com/homefprojects/ I I® s o ¢ ™un Nl P ¥ o s Gl wlf 08 =" o U 0 o™ o enw B o AY

= [ inernal [ Customer 5% Home - Zendesk

a¥ AppsScript  Dune Gary

® Project Settings

General settings
Settings that pertain to the entire Apps Script project. Changes to these settings will not impact your

@

© existing deployment.
= — Time zene
=»
(GMT-05:00) Eastern Time — New York -

&

Log uncaught exceptions to Cloud logs
Enable Chrome V8 runtime

Show "appsscriptjson’ manifest file in editor

IDs

|IDs are the unique identifiers of your Apps Script project.

SeriptID R N W et 8 g EgE §
1L} copy

Google Cloud Platform (GCP) Project

Apps Script projects use Google Cloud Platform to manage authorizations, advanced services, and
other details. To learn more, visit Google Cloud Platform.

GCP Default

Change your Google Cloud Platform project

Step1. Choose or create a new Google Cloud Platform project here.
Remember to set up your OAuth Scope after creating your project.

Step 2. Enter the Google Cloud Platform project number below. When you set a new project:

- All user authentications for your old project will be permanently revoked.
- You will not be able to revert to an Apps Script-managed project.

cloud project

GCP project number

e
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Step 31

Click the “<> Editor” menu item

& (O | @ ntpsif/script.google.com/home/projects/ “fil s "1 Bew™ PRl o 1P LA B s AT
= [ Internal ) Customer

aW Apps Script  Dune Gary
Q Overview

< » Editor

b

\}) Project History

@ Triggers

=, Executions

e entire Apps Script project. Changes to these settings will not impact your

me — New York -

&

Project Sefttings

tions to Cloud logs
intime

" manifest file in editor

Dune



Step 32

Click the “Deploy” dropdown box and then click the “New deployment” item

< (O (& ntps:fscript.google.com/home/projects/ m-gys m g mmemE ¥ W SeE 0 N NS N TNy S0 - A S e

= [Jinternal ) Customer Home - Zendesk

oW AppsScript Dune Gary @ & e

0] Files z + | ¢ 7. | Executionlog New deployment

<> appsscriptjson . . Manage deployments
Code.gs 2 "timeZone": "America/New_York",

@ 3 "exceptionlLogging”: "STACKDRIVER", Test deployments

% Libraries + 4 "runtimeVersion": "va",

@ 5 "oauthScopes”: [
Services + 6 "https://wemw.googleapis.com/auth/gmail. addens.execute”,

-

"https://waw.googleapis.com/auth/gmail . readonly”,
8 "https://wew.googleapis.com/auth/gmail. modify"”,
"https://www.googleapis.com/auth/gmail.send",
18 “https://wew.googleapis.com/auth/script.external_request”,
"https://waw.googleapis.com/auth/userinfo.email”
1.
"urlFetchWhitelist": [
"https://angler.dunesecurity.io/latest/google_watchtower_report”,

&

"https://angler.dunesecurity.io/latest/phish_inbox_lookup"
6 15
17 "addOns": {
18 "common”: {
"name”: "Dune Security",
"logolrl": "https://d27keek3oymbvs.cloudfront.net/Watchtowerlogo.png”,
"layoutProperties": {
“primaryCelor": "#868888"

¥
"openLinkUrlPrefixes": [
25 "https://"
26 1
i
"gmail”:
"contextualTriggers": [
38 {
31 "unconditional”: {},
32 "onTriggerFunctien": "getContextualAddOn”
33 3
34 1
35 }
}

Dune




Step 33

From the “New deployment” menu:
Enter a description name in the “New description” textbox
- Click the blue “Deploy” button

< = (& | O hitps:fscript.google.com/home/projectsf Empu™ M ; meiiell » pow mel o o0 57 T — ol T 0 A

= [ Internal [ Customer = Home - Zendesk

New deployment

Select type 81 Configuration

Add-on Description

MNew description
( Dune Watch Tower Test

Add-on
Application(s): Gmail

Add-ons can be published from Google Workspace Marketplace post deployment.
Learn more

This can also be used as a library. Learn more

Dune



Step 34

Click the “Copy” icon to copy the “Deployment ID” and paste it into your local text editor
for later use, then click “Done”

New deployment
Deployment successfully updated.

Version 1 on Nov 7, 2025, 4:29 PM

Deployment 1D

pnd =T s ol e e el ™ mrE . e ——

-]
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Step 35

Switch tabs to your “Google Admin” console:
- Scroll down the menu to “Security > Access and data control” and click “API controls”
- Clickthe “MANAGE APP ACCESS” link

= o Admin Q, Search for users, groups, settings, or devices o g ®
Security * API Controls
(]
g2
App access control
2
_ API COHTFOIS Manage app access to users' Google data, Learn about app access controls
Lo
Apps on your Google Workspace Marketplace allowlist and Android and iOS apps on your Web and mobile apps fist are
Uge these controls to manage the AP| automatically trusted.
Jauth apps have to users
* Google data. Overview 0 restricted Google services 0 apps pending review
gc 18 unrestricted Google services 10 configurad apps
MANAGE GOOGLE SERVICES 1o Aochesnd abips
E MAMNAGE APP ACCESS
ils

Dune



Step 36

From the “App Access Control” menu:
- Click “Configure new app”

= o Admin Q. Search for users, groups. settings. or devices n 2 @

Security » APl Controls » App Access Contral

R

uﬂ
0] .
= Goagle services Apps pending review 10 Configured apps
=]
=] Select access settings for Google service APls 1o contral Review and configure access Tor apps and client IDs Manage the apps and client 1Ds that you've cor
what kind of third-party apps can request access to requestad by users access for. Learn mare
Co these services. Learm more b
View lisl View list Wiew list
e-
Configured apps Configure new app ownload list  Bulk update list
=
+ Add afilter
il
O appname Type  ownership @ 10 Access )
O e P . Web  Intemal w0 smow m Imcomw. Configured for 1 Org Unit

D i = mmsw Web  Internal ™ mam o wE mew Configured for 1 Org Linit
D e - —-— Web  Internal EEA REG pFEES RS R Configured for 1 Org Unit
O & == web  Intemnal B B ™ = nog Ra ENE  Configured for 1 Org Unit
[ | do =" web  Intemal Pl %9 d® "0 = s Configured for 1 Org Unit
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Step 37

From the “Configure new app” screen, enter the “Client ID” that was copied to your text
editor

- Click the “Search” button to find and display the app
- Click the dune app

& O A nups:jjadmingocgiecomfaciowiflist’ s sl mcmee"s s manme vmEEw b

et L@

=  [imternal ] Customer = Horme - Zendesk

X Configure new app

olm '@ HE a Access bo Gacgle Data Q L e

Configure new app

By configunng access for an app, you central whish Google data this app can request via DAuth scopes when users use "Sign in with Google” for the app
({single sign-en},

Select #n app to configure accass for. Leam about configuring access
NP FEL Y apl L [ g — o ww
| o ™%
ms Android w 05 o web

Shawing 1 results

dune-watchtower [ web View website

Number of organizations using app: Mot availabla b

Gliert 16 Pl ol i e e R T o oo w

Showing all 1 resulls
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Step 38

Click the “Continue” button

< (3 & hiips;/fadmin.google.comfac/owl/list?tab=configuredApps&utm_source=app_launcher A e | s

= [Jinternal [ Customer 5= Home - Zendesk

X Configure new app

o App ° Scope @ f

Selected application & dune-watchtower [J wWeb

Select who to configure access for. To configure for more than 10 org units, use bulk update.

Scope
Learn about bulk updates

@ All in Dune Security (all users)
(O select org units

EEI Include organizations +

Dune



Step 39

Select “Trusted”

X  Configure new app

o App 0 Scope ° Access to Google Data @ Review

Selected application & dune-watchtower [ Web

Choose an access type to specify which data this app can request from users signing in with their Google Account.

Access to Google Data
Learn more about app acecess to Google data

@ Trusted

This app can request access to user data in any Google service via OAuth 2.0 scopes.

What to expect with trusted access

O Limited

This app can reguest access to user data in any Google service marked unrestricted under Google services
What to expect with limited access

O Specific Google data
This app can only request access to user data from the Google services specified below. Note, you must
include the Google Sign-in scope below to allow users to sign in with their Google Aceount.

G Google Sign-in

3 scopes

Update Google services or scopes

O Blocked
Users can't sign into this app with their Google Account, and the app can't request accéess to user datain any
Google service.

Back Cancel

Dune




Step 40

Click the “Finish” button

X  Configure new app

© rop @ scope @ AccesstoGoogleData (@) Review

o For selected org units, access settings you configure also apply to their sub-org units, unless those sub-org units
previously had settings configured. View configured apps to see which org units have configured settings
Learn how to check access settings

[ View configured apps

Apps

s dune-watchtower ([ Web View website

o

Number of organizations using app: Not available
Client ID: & . e T il B e X

Scope

Org Unit (1)

Dune Security

Access to Google Data

Trusted

What to expect with trusted access

Back Cancel m
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Step 41

Switch browser tabs to “Google Cloud” and scroll down the menu and click on
“Marketplace” menu item
From the Marketplace page, click on the “Search” icon
From the search menu, enter “marketplace sdk”
- Click on the “Google Workspace Marketplace SDK” item

mubeydace ade

iz smmits

AR Fhe it gy A
i | USRS g 5 B W i
[ ey

&, STl Al
4 MR RY  d
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Step 42

From the “Google Workspace Marketplace SDK” page, click on the “Enable” button

Start your Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more 2

#¢ cp-dune-watchtower

Google Cloud

& Product details
Google Workspace Marketplace SDK
Google

Publish applications to the Google Workspace Marketplace

Enable

Click to enable this API

Step 43

Click on “App Configuration”

Google Workspace Marketplace SDK

o A toolkit for integrating web applications with Google Workspace.
By Google
Service name Type Status
appsmarket- Public API Enabled
component.googleapis.com
Credentials |App Configuration | HTTP Deployments Store Listing Analytics

== Dunhe
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Step 44

Scroll down to “App Visibility”, and select “Private”

App Visibility

& The App Visibility setting can't be changed once it's saved.

{.} Only available to users in your domain.

[] unlisted

Linlisted application won't be shown in browse or search results. It can only be gocessed

by the direct URL.

Step 45

Scroll down to “Installation Settings”, and select “Admin Only Install”

Installation Settings

Choose who can view and install your app. If you want to limit access so that only
Workspace administrators can install your app for users in their domain, choose

Admin Only Install.
Learn more 2

() Individual + Admin Install

(®) Admin Only Install

43



Step 46

Scroll down to “App Integrations”, and select the following:
- Check the box labeled, “Google Workspace add-on”
- Select “Apps Script”
Enter “Deployment ID” from your text editor

App Integrations

Choose the app framework your app or add-on is designed to work with as a third-
party service. See List app integrations together [2 to learn more.

Google Workspace add-on (&)

Your app can integrate with Gmail, Google Calendar, Google Chat, Google Docs, Google
Drive, Google Meet, Google Sheets, and Google Slides.

(®) Apps Script
Provide the Apps Script deployment 1D below.

O HTTP or other deployments

Specify the endpoint information In the HTTP Deployment tabs, and select the Deployment
1D betow. If your app is only a Chat app, select "Standalone Chat App”,

— Deployment 1D *

" e ""Hm e ol cwmlad "l Wl b
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Step 47

Scroll down to “Developer Information”, and enter the following for each field:
- In the Developer Name text box, enter “Dune Security”
- Inthe Developer Website URL text box, enter “https://www.dune.security”
- Inthe Developer Email text box, enter “support@dune.security”

Developer Information

~ Developer Name *

Dune Security ———

— Developer Website URL *

https://www.dune security _

~ Developer Email *

support@dune. security s

Google uses this email address to communicate with you about your app.

Application Website URL

U

Dune


https://www.dune.security
mailto:support@dune.security

Step 48

Click on the “Google Cloud” menu and scroll down the menu and click on “Marketplace”
menu item again.

- From the marketplace page, click the “Search” icon

- From the search menu, enter “marketplace sdk”

- Click the “Google Workspace Marketplace SDK” item

- From the “Google Workspace Marketplace SDK” page, click the “Manage” button

Google Workspace Marketplace SDK
Google

Publish applications to the Google Workspace Marketplace.

& APl Enabled

Click to manage this API

Step 49

Click on “Store Listing”

O Google Workspace Marketplace SDK

A toolkit for integrating web applications with Google Workspace.
By Google
Service name Type Status

appsmarket- Public API Enabled

component.googleapis.com

Credentials App Configuration HTTP Deployments Store Listing Analytics

b
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Step 50

Scroll down to “App Details” and select the following:
- Click the down arrow labeled “English”
- Inthe “Application Name” field, enter “Dune Watchtower”
- In the “Short Description” field, enter “Phish Reporting Button”
- Inthe “Detailed Description” field, enter “Phish Reporting Button”
- Click the “Done” button
- From the “Pricing” dropdown box, select “Free of charge”
- From the “Category” dropdown box, select “Utilities”

App Details

~ Edit Language

— Language * -
I English p ‘

~ Application Name * .
| Dune Watch Tower Gary ‘

— Short Description *
Phish Report Button

— Detailed Description *
Phish Report Button

Add a Language

~ Pricing

|Freeofcharge h - l

~ Category *

| Utilities h - |

== Dunhe 4



Step b1

Open a new browser tab and download the Dune Watchtower button
Download the Dune Watchtower button [HERE]

Step b2

Scroll down to “Graphic Assets” and “Screenshots” to upload the Dune Watchtower icon

Graphic Assets
~ Application con 32532 *
‘ WatchtowerlLogo png X Browse
[ Application lcon 48x48 Browse
‘ Application lcon 96x96 Browse

~ Application lcon 128x128 *
WatchtowerLogo.png X  Browse

— Application Card Banner 220x740 *
l WatchtowerLogo.png X Browse

Screenshots

~ Screenshaot *

WatchtowerLogo.png ._ X  Browse ]

| + Add a Screenshot I



https://d27keek3oymbvs.cloudfront.net/WatchtowerLogo.png

Step 53

Scroll down to “Support Links” and enter the following per field:
- Terms of Service URL enter https://www.dune.security
- Privacy Policy URL enter https://www.dune.security
- Support URL enter https://www.dune.security

Step 54

Scroll down to “Distribution” and check the box “All Regions”

Support Links

— Terms of Service URL *

https:/www.dune.security/

— Privacy Policy URL *
https://www.dune.security/

| Setup URL

| Admin Config URL

- Support URL *

https:/www.dune.security/

Help URL

| Report Issue URL

Distribution

All Regions

Dune


https://www.dune.security


https://www.dune.security

https://www.dune.security


Step 55

Click on the “Save Draft” button

Step 56
Click on the “Publish” button

Support Links

-~ Terms of Service URL *

https:/www.dune.security/

- Privacy Policy URL *
https://www.dune.security/

| Setup URL

| Admin Config URL

- Support URL ¥
https:/www.dune.security/

I Help URL

| Report Issue URL

Distribution

All Regions

Draft Testers

l Draft Testers Email Addresses

Draft testers use the draft version of this app.

e
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Step 57

Scroll up above “App Details” and click on “View in marketplace” to view the button

o Google Workspace Marketplace SDK

A toolkit for integrating web applications with Google Workspace.

By Google
Service name Type
appsmarket-component.googleapis.com Public API
Credentials App Configuration HTTP Deployments Store Listing Analytics

@  This app is published

App Details

~  English - Dune Watch Tower Gary

Add a Language

i~ Pricing
‘ Free of charge v }

— Category * :
Utilities v ‘
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Step 58

Click on the “Admin install” button

= 0 Google Workspace Marketplace

m Home

r[‘El Featured partner apps
000 Recommended for Goo...
b Editor's choice
Work from everywhere
Business essentials
Apps to discover
G Built by Google
- m Top charts
Most popular
Top rated

3 Ef'o Categories

&3 Internal apps

a’?\: Admin managed

== Dunhe

Dune Watch Tower G...

Phish Report Button

Admin install

Works with: [

Overview

Permissions

No reviews (i) & No users

Reviews

Overview

Phish Report Button
Additional information

> Pricing <>

Free of charge

@ Privacy policy [-E‘!

Developer

]

Support

52



Step 59

From the “Admin install” menu, click “Continue”

€) Admin install

You are about to install this app for an entire
Google Workspace organization, or for
specific organizational units or groups. All
users of the Google Workspace organization,
organizational units, or groups you select will
have access to this app.

It may take up to 24 hours for this app to be
installed for your entire Google Workspace
domain, organizational units, or groups.

Dune Watch Tower Gary needs your
permission in order to start installing.
By.clicking Continue, you acknowledge that your

Information will be used inaccordance with the terms of
service and privacy poficy af this applicaticn.

CANCEL § CONTINUE
i



Step 60

Click on “Done” to complete the installation

Dune Watch Tower Gary has X
been installed!

You have successfully installed a Google Workspace
Add-on.

Dune Watch Tower Gary has been added to your Gmail sidebar.

)

Step 61

Refresh the browser by clicking the reload icon in the browser

Step 62

Verify that the Dune Watchtower button is visible in the side panel

Dune



Step 63

Click the button to verify that it’s working correctly by:
- Selecting an email and clicking the Dune Watchtower button to move the email from the
inbox to the deleted folder
- Sending a copy of the email to Dune
- Confirming that the user receives an email notification

Donel!

The configuration is complete

b5



