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Requirments
Superadmin Privileges

Access to:


console.cloud.google.com


admin.google.com


script.google.com
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Configuration Steps

Step 1
Open a new tab and go to:


https://script.google.com/home


Step 2
Create a new project and give it a name “Dune Watchtower”
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Step 3

In the side menu, click on “Code.gs”:


Highlight the code on the right and delete it
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Step 4
Open a text editor, copy the code from “Watchtower-appscript.gs”, which can be 
downloaded [ ], and paste the code into the code window on the rightHERE
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https://d25mecwdy8ntv.cloudfront.net/watchtower-appscript.gs


Step 5

Click the “Save” button
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Step 6

Click the gear icon > “Project Settings” in the side menu
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Step 7

Check the box labeled, “Show ‘appsscript.json’ manifest file in editor”
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Step 8

Click the “<> Editor” menu item
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Step 9

From the Editor screen, click on “appsscript.json”



Highlight the information on the right and delete it
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Step 10
Copy and paste the customer button script into applications.js from the

“google-watchtower.json” file, which can be downloaded [ ].HERE
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https://d25mecwdy8ntv.cloudfront.net/google-watchtower.json


Step 11

Click the gear icon > “Project Settings”
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Step 12

From the “Project Settings” menu, scroll to the bottom of the page and click the “Change 

project” button.
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Step 13

Scroll down the page and right click the blue word “here”, then select “Open Link in New 

Tab” to open the “Google Cloud” dashboard
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Step 14

From the “Google Cloud” dashboard, click the “Create project” button

15



Step 15

From the “New Project” menu:



Enter a “Project name”



Enter “dunesecurity.io” in the “Organization” dropdown box



Enter “dunesecurity.io” in the “Location” box



Click on the “Create” button
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Step 16

From the “Google Cloud” dashboard


Click the menu icon
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Step 17

Scroll down the menu and click the “APIs & Services” menu


Click on “OAuth consent screen”
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Step 18

From the “OAuth Overview” screen:


Click the blue “Get started” button
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Step 19

From the “Project configuration” menu:



Enter the “App name”



Enter  in the “User support email” dropdown box 



Click the “Next” button



support@dune.security
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mailto:support@dune.security


Step 20

The next step is to configure the “Audience”


Select “Internal” for all users


Click the “Next” button
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Step 21

Add your email address to the field labeled “Email addresses” and click the “Next” button
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Step 22

Click the checkbox marked “I agree to the Google APIs Services User Data Policy”


Click the “Continue” button and then the “Create” button
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Step 23

Click the “Google Cloud” menu icon, scroll down, and click the “Clients” menu item

Step 24

Click the “Create client” button and copy the “Client ID” to your text editor for later use
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Step 25

From the “Data Access” menu, click the “Add or remove scopes” button
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Step 26

Scroll down to “Manually add scopes” and add the following scopes by copying and 

pasting each scope one at a time, then clicking the “Add to table” button after each scope. 

Once all scopes are added, click the “Update” button



https://www.googleapis.com/auth/gmail.addons.execute



https://www.googleapis.com/auth/gmail.readonly



https://www.googleapis.com/auth/gmail.modify



https://www.googleapis.com/auth/gmail.send



https://www.googleapis.com/auth/script.external_request



https://www.googleapis.com/auth/userinfo.email
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Step 27

After adding the scopes, scroll down the page and click the “Save” button
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Step 28

Click the “Google Cloud” menu icon and scroll down the menu to “Cloud overview” and 

then “Dashboard”
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Step 29

From the “Google Cloud” Dashboard:



Scroll down to the item labeled “Project info”



Copy the “Project number”
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Step 30
From the “Project Settings” page:



Scroll down to “Google Cloud Platform(GCP) Project” and paste the project number 
into the “GCP project number” textbox


Click the “Set project”
button
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Step 31

Click the “<> Editor” menu item
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Step 32

Click the “Deploy” dropdown box and then click the “New deployment” item
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Step 33

From the “New deployment” menu:



Enter a description name in the “New description” textbox



Click the blue “Deploy” button
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Step 34

Click the “Copy” icon to copy the “Deployment ID” and paste it into your local text editor 

for later use, then click “Done”
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Step 35

Switch tabs to your “Google Admin” console:


Scroll down the menu to “Security > Access and data control” and click “API controls”


Click the “MANAGE APP ACCESS” link
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Step 36

From the “App Access Control” menu:



Click “Configure new app”
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Step 37

From the “Configure new app” screen, enter the “Client ID” that was copied to your text 

editor


Click the “Search” button to find and display the app


Click the dune app
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Step 38

Click the “Continue” button
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Step 39

Select “Trusted”
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Step 40

Click the “Finish” button
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Step 41

Switch browser tabs to “Google Cloud” and scroll down the menu and click on 

“Marketplace” menu item


From the Marketplace page, click on the “Search” icon



From the search menu, enter “marketplace sdk”



Click on the “Google Workspace Marketplace SDK” item
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Step 42

From the “Google Workspace Marketplace SDK” page, click on the “Enable” button

Step 43

Click on “App Configuration” 
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Step 44

Scroll down to “App Visibility”, and select “Private”

Step 45

Scroll down to “Installation Settings”, and select “Admin Only Install”
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Step 46

Scroll down to “App Integrations”, and select the following:



Check the box labeled, “Google Workspace add-on”



Select “Apps Script”



Enter “Deployment ID” from your text editor
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Step 47

Scroll down to “Developer Information”, and enter the following for each field:



In the Developer Name text box, enter “Dune Security”



In the Developer Website URL text box, enter “ ”



In the Developer Email text box, enter “ ”


https://www.dune.security

support@dune.security
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https://www.dune.security
mailto:support@dune.security


Step 48

Click on the “Google Cloud” menu and scroll down the menu and click on “Marketplace” 

menu item again.



From the marketplace page, click the “Search” icon



From the search menu, enter “marketplace sdk”



Click the “Google Workspace Marketplace SDK” item



From the “Google Workspace Marketplace SDK” page, click the “Manage” button


Step 49

Click on “Store Listing”
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Step 50

Scroll down to “App Details” and select the following:


Click the down arrow labeled “English”


In the “Application Name” field, enter “Dune Watchtower”


In the “Short Description” field, enter “Phish Reporting Button”


In the “Detailed Description” field, enter “Phish Reporting Button”


Click the “Done” button


From the “Pricing” dropdown box, select “Free of charge”


From the “Category” dropdown box, select “Utilities”
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Step 51
Open a new browser tab and download the Dune Watchtower button



Download the Dune Watchtower button [ ]
HERE

Step 52
Scroll down to “Graphic Assets” and “Screenshots” to upload the Dune Watchtower icon
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https://d27keek3oymbvs.cloudfront.net/WatchtowerLogo.png


Step 53

Scroll down to “Support Links” and enter the following per field:


Terms of Service URL enter 

Privacy Policy URL enter 

Support URL enter 

https://www.dune.security


https://www.dune.security


https://www.dune.security

Step 54

Scroll down to “Distribution” and check the box “All Regions”
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https://www.dune.security


https://www.dune.security

https://www.dune.security



Step 55

Click on the “Save Draft” button

Step 56

Click on the “Publish” button
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Step 57

Scroll up above “App Details” and click on “View in marketplace” to view the button
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Step 58

Click on the “Admin install” button
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Step 59

From the “Admin install” menu, click “Continue”
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Step 60

Click on “Done” to complete the installation

Step 61

Refresh the browser by clicking the reload icon in the browser

Step 62

Verify that the Dune Watchtower button is visible in the side panel
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Step 63

Click the button to verify that it’s working correctly by:


Selecting an email and clicking the Dune Watchtower button to move the email from the 

inbox to the deleted folder


Sending a copy of the email to Dune


Confirming that the user receives an email notification

Done!
The configuration is complete
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